
北京大学科研伦理与科研诚信培训第十九期（模块 A）日程 

2018 年 9 月 20 日（星期四），时间：下午 01:00 - 04:30 

地点：北京大学医学部逸夫教学楼 502 

12:40 - 01:00 签到 

01:00 - 02:00 隐私保护：美国 HIPAA 法案的启示 王燕芳 

02:00 - 03:00 临床研究注册：注意事项及经验分享 曾琳 

03:00 - 03:10 休息 

03:10 - 04:10 欧盟一般数据保护法案（GDPR）的伦理启示 刘瑞爽 

04:10 - 04:30 问题与讨论 

 



Clinical Research 
王燕芳 

北京大学临床研究所 
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01 What is HIPAA 



Introduction 
 HIPAA：Health Insurance Portability and Accountability Act 

of 1996 （健康保险流通与责任法案, 1996） 

 
HIPAA是由美国国会颁布的联邦法律，并于1996年由总统签署 
 
作为HIPAA法律的一部分，国会指示美国卫生和人类服务部（DHHS）制定法规，
以便： 

保护患者隐私， 
保护以电子方式存储和传输的健康信息的安全性 
 最终的HIPAA隐私规则于2003年4月生效 
 最终的HIPAA安全规则于2005年4月生效 

HIPAA compliance is mandatory 
 

 
 



What is HIPAA?  

• Health 
• Insurance 
• Portability and 
• Accountability 
• Act  

 What is HIPAA？ 



02 
WHY WAS HIPAA 
CREATED? 
 



• In 2000, many patients that were newly diagnosed with depression received 
free samples of anti-depressant medications in their mail.  

• This left patients wondering how the pharmaceutical companies were 
notified of their disease.  

• After a long and thorough investigation, the Physician, the Pharmaceutical 
company and a well-known pharmacy chain were all indicted on breach of 
confidentiality charges. 

• This is one of the many reasons the Federal Government needed to step in 
and create guidelines to protect patient privacy.  

 
WHY WAS HIPAA CREATED? 

 



03 
What does HIPAA 

consist of? 
 



1. Standardized Electronic Data Interchange   
transactions and codes for all covered entities. 

2. Standards for security of data systems. 

3. Privacy protections for individual health information. 

4. Standard national identifiers for health care. 

What does HIPAA consist of? 



Important HIPAA definitions 

• Privacy - state of being concealed; secret 

• Confidentiality – containing private information (Ex. Medical Record). 

• Authorization – to give permission for;  to grant power to. 

• Breach Confidentiality – to break an agreement, to violate a promise.  

• Disclosure – means the release, transfer, provision of access to, or 
divulging of information outside the entity holding the information. 

• Use – means the sharing, employment, application, utilization, 
examination, or analysis of individually identifiable information within 
an entity. 



Important HIPAA terminology: 
Protected Health Information 

Protected Health Information [PHI] – is information that is created or 
received by a covered entity that: 

– Relates to the past, present, or future physical or mental health 
of an individual. 

– Identifies the individual or contains reasonable information that 
can be used to identify the individual(s). 

– Examples of Protected Health Information: 

• Name, address, telephone, fax, email, social security number, 
medical diagnoses, medical records, account numbers and 
photographs or images. 

 

 



Important HIPAA Terminology: 
Notice of Privacy Practice 

• Notice of Privacy Practice [NPP]- a notice given to 
patients concerning the use and disclosure of their 
Protected Health Information [PHI]  



GENERAL RULES 

Notice of Privacy Practices 

 Health care providers and health 

plans will give out a  Notice of Privacy 

Practices (NPP) that describes how 

we use and share their PHI,  patients’ 

rights regarding PHI, our 

responsibilities regarding PHI, and 

who to contact for more information. 

 Click here to review our NPP. 

GENERAL RULES 
Notice of Privacy Practices 

http://www.uofmhealth.org/patient+and+visitor+guide/hipaa


What are a patient’s rights under HIPAA 

• Right to written Notice of Privacy Practices [NPP] that informs 
consumers how Protected Health Information [PHI] will be used 
and to whom it is disclosed 

• Right of timely access to see and copy records for a reasonable fee 

• Right to an amendment of records 

• Right to restrict access and use 

• Right to an accounting of disclosures 

• Right to revoke authorization  



WHAT ARE THE HIPAA RULES AND 
REGULATIONS THAT PROTECT THESE RIGHTS? 

THE JOINT COMMISSION STANDARDS 

 • Patient’s rights: 

– Patients have a right to confidentiality of all information 
that is provided to the healthcare professional and 
institution. 

– Health care professionals ensure that patient information 
is secured at all times and if there are any complaints, 
those complaints will be resolved in a timely manner. 



 
WHAT ARE THE HIPAA RULES AND REGULATIONS 

THAT PROTECT THESE RIGHTS? 
 RESEARCH ACTIVITIES 

• NO ONE is permitted to use Protected Health Information 
for research without complying with the new HIPAA 
requirements. 

• These HIPAA requirements are entirely separate from the 
existing federal human subject research regulations.  

– The Privacy Policies and Procedures do not replace or 
override other rules or procedures established by the 
Institutional Review Board [IRB], both must be 
complied with in order to conduct human research.  



04 Why should I care 



Why Should I Care? 

• The Health Insurance Portability and Accountability Act 
(HIPAA) is a federal law designed to improve the efficiency 
and effectiveness of the health care system. 

• Part of HIPAA directly affects your clinical work and the 
operations of any facility where you will train. 

• Understanding the fundamentals of HIPAA will prepare you 
to step into training sites with a clear understanding of how 
to comply with requirements for respecting the privacy of 
protected health information (PHI). 



 The University of Michigan is committed to protecting the 

privacy and integrity of our patients’ health information.  The 

HIPAA Privacy Rule recognizes the importance and value of this 

commitment. 

 This session will help us continue to do our part in protecting 

privacy. 

 

OUR COMMITMENT TO PRIVACY 



Inappropriate disclosure of confidential information is 
subject to discipline, up to and including discharge from 
employment. For licensed professionals, it is also subject to 
discipline by licensing and credentialing bodies  

 There are civil and criminal penalties for violations of 
patient privacy:  

• Fines up to $25,000 for multiple violations of the same standard 
in a calendar year  

• Fines up to $250,000 and/or imprisonment up to 10 years for 
deliberate misuses of individually identifiable health information.  

 

Consequences of Violations 



Types of Data Protected by HIPAA 

• Written documentation and all paper records 
• Spoken and verbal information including voice mail 

messages 
• Electronic databases and any electronic information, 

including research information, containing PHI stored on 
a computer, smart phone, memory card, USB drive, or 
other electronic device 

• Photographic images 
• Audio and Video recordings 

 



 
The Privacy Rule applies to 

 protected health information (PHI)  
  Protected health information (PHI) is “identifiable” health 

information acquired in the course of serving patients.   
1. Name  
2. Social security number 
3. Street and email addresses         
4. Employer    
5. Telephone and fax numbers     
6. Member or account numbers (e.g. medical record number, health plan 

identification number)    
7. Relatives’ names      
8. Date of service, birth or death     
9. Fingerprints, photographs, voice recordings  
10. Certificate or license numbers        
11. Any other linked number, code, characteristic (e.g. device identifiers, serial numbers)  

  



To De-Identify Patient Information You 
Must Remove All 18 Identifiers 

1. Names 
2. Geographic subdivisions smaller than state (address, city, county, zip) 
3. All elements of DATES (except year) including DOB, admission, 

discharge, death, ages over 89, dates indicative of age 
4. Telephone, fax, SSN#s, VIN, license plate #s 
5. Med record #, account #, health plan beneficiary # 
6. Certificate/license #s 
7. Email address, IP address, URLs 
8. Biometric identifiers, including finger & voice prints 
9. Device identifiers and serial numbers  
10. Full face photographic and comparable images 
11. Any other unique identifying #, characteristic, or code  



The Privacy Rule:  
Parents and Minors  

 HIPAA generally defers to state law concerning the relative rights of 
parents and minors. In this module, the terms “individual” or “patient” 
mean:  

 Parents and legal guardians may generally exercise the HIPAA rights 
of their minor children;  

 Patients 18 or older, or with emancipated or "mature minor" status, 
may exercise their own rights under HIPAA.  

If you are in doubt about a patient’s status or have questions about the legal 
definition of emancipation or "maturity," check with the agency’s legal counsel. 

 A minor patient may exercise HIPAA rights regarding matters involving 
diagnosis or treatment relating to certain conditions (e.g., sexually 
transmitted diseases, drug or alcohol dependency, and pregnancy).  

 

 



Specific procedures may allow PHI to be used or disclosed for 
research purposes: 

 Records can be de-identification. 

 Written authorization may be obtained from the patient for research 
use or discloser. 

 The Institutional Review Board (IRB) may grant a waiver of written 
authorization. 

 Only data needed to prepare work for research purposes only may 
be disclosed. 

 Special provisions may allow for research using a decedent’s PHI. 

 

PHI and Research 



General Data Disclosures 

An agency may use or disclose demographic 
information and the dates of treatment for the 
purpose of raising funds for its own benefit, 
without an authorization. 

– Example:  “Between January and June we treated 47 
patients under 18, 20% of whom had family incomes under 
$25,000 per year. 



• An agency must make reasonable efforts to limit 
protected health information to the minimum 
necessary to accomplish the intended purpose of 
uses, disclosures, or requests. 

 

General Data Disclosures 



           Effect on Clinical Research  05 



Clinical Research is Uniquely Affected by 
the Regulations 

There are specific methods that allow PHI to be used or 
disclosed for research purposes: 

– All data are de-identified (according to the specific standards of the 
Privacy Rule). 

– A limited data set is collected and released (according to the specific 
standards of the Privacy Rule). 

– A patient gives a written authorization that his or her data may be 
used and/or disclosed. 

– The Institutional Review Board (IRB) may grant a waiver of written 
authorization. 

– Data are collected for preparatory work for research purposes only 
(according to the specific standards of the Privacy Rule). 

– Special provisions are in place for research on a decedent’s PHI. 

 
 



An agency must distribute to each patient at the first 
treatment encounter, and obtain written 
acknowledgment of receipt of, a “Right to receive 
Notice of Privacy Practices”: 

– Describing how the agency may use and disclose PHI. 

– Describing the rights the individual has to control his or 
her health information. 

 

Notice of a Person’s Rights to Control His 
or Her PHI  



Impact on Clinical Research 

• Oath of 
Confidentiality 
for Recruitment 

Gain 
IRB 

Approval 
Screen 

participants 
(Obtaining PHI) 

Recruit 
participants 

Conduct 
Research 

Generate 
Results & 
Reports 

Design  
Research 

Study • Documentation of 
IRB approval (IRB 
cover sheet) 

• Authorization signed 
for each subject and 
filed with Medical 
Records 

New Privacy 
Requirements 

33 



        Implementation at UMHS  06 



 HIPAA allows either an IRB or a “Privacy Board” to grant a “waiver of 
authorization” for use or disclosure of PHI for research purposes (including 
creation/maintenance of research databases) 

 At UMHS, the Privacy Board also will assist in other ways, including: 

 Certifications for reviews preparatory to research 

 Certifications for research on decedents’ information 

 Approval of data use agreements 

 Clearinghouse/expertise on privacy issues relevant to human subjects 
research projects 

 A privacy board is not authorized to review and approve research under the 
Common Rule 

RESEARCH 

Implementation at UMHS 

  
 Research 

Implementation at UMHS 
 



 HIPAA requires covered entities (e.g., UMHHC) to “account” for many research-
related disclosures made without patient authorization 

 Exceptions: 

 internal uses do not need to be tracked 

 disclosures made through a limited data set with a data use agreement do not 
need to be tracked 

 disclosures of “deidentified data” do not need to be tracked (no information listed 
HERE included in the data set) 

 disclosures made in studies involving more than 50 subjects do not need to be 
tracked if we keep a list available of all such studies, including title, PI, and contact 
information 

 Policies/procedures for accounting are under development 

  
 Research 

Implementation at UMHS 
 



• No PHI in Research 

– If you are conducting a project without use of PHI, HIPAA does not 
apply but IRBMED’s informed consent template must be used for all 
new projects and scheduled continuation reviews beginning April 1 

– Caution! 

• If you do a blood test or radiological scan or other procedure only for research 
purposes, and not related to treatment, the information may not be PHI and 
your project is not regulated by HIPAA; but 

• If the test or results information passes through the subject’s UM electronic 
medical record (“EMR”) (because the medical record number is used and/or 
information is derived from and/orposted to the EMR or other clinical 
information systems), then HIPAA may apply 

  
  

Research 
What Does HIPAA Mean for You? 

 
 



• Some research-related disclosures are “grandfathered” under HIPAA 

– “Express legal permission” (usually written permission) from the 
individual to use or disclose their PHI for research 

– Written informed consent obtained before April 14, 2003 

– Waiver granted by IRB before April 14, 2003 (but if subject is later 
consented, consent must be HIPAA-compliant) 

 

  
  

Research 
What Does HIPAA Mean for You? 

 
 



Multicenter Trials 

• Four ways to share PHI with other centers: 

– Written permission from the subject/patient (authorization) 

– Waiver from IRB or Privacy Board 

– Limited Data Set with Data Use Agreement 

– Deidentified data (nothing on “PHI” list) 

• form in advance. 

 

  
  

Research 
Application: Multicenter Trials 

 
 



• When we need information from other centers for our own 
research projects: 

– The updated IRBMED informed consent template is intended to 
comply with the privacy rule and to allow any health care 
provider or health plan to disclose PHI to us (or UMHHC to 
disclose PHI to our co-investigators) for research purposes. 

– However, every site may have its own rules and policies. 

– If another site or a sponsor requires an additional form to be 
signed by your subject, IRBMED must review and approve that  

Research 
Application: Multicenter Trials 



DICOM数据的传输 07 



• DICOM（Digital Imaging and Communications in Medicine）即医学数字
成像和通信，是医学图像和相关信息的国际标准（ISO 12052）。它
定义了质量能满足临床需要的可用于数据交换的医学图像格式。  

• DICOM被广泛应用于放射医疗，心血管成像以及放射诊疗诊断设备
（X射线，CT，核磁共振，超声等），并且在眼科和牙科等其它医学
领域得到越来越深入广泛的应用。在数以万计的在用医学成像设备中，
DICOM是部署最为广泛的医疗信息标准之一。当前大约有百亿级符合
DICOM标准的医学图像用于临床使用。 

 
Digital Imaging and Communications in 

Medicine（DICOM） 

   



关于敏感数据的传输 

• 一些JI项目需要在PUHSC和UM之间以DICOM格式共享数
十戒数百个放射图像。由于DICOM格式将受保护的健康
信息（PHI）嵌入图像文件的元数据中，因此必须具有
能够确保正确管理和传输这些图像的解决方案。 

 
• 我们开发了一种高度自劢化的解决方案，用于去除大量

DICOM图像的识别，加密和传输。除了将文件传输到JI
服务器和从JI服务器传输文件以及生成PGP公钥之外，
不需要用户干预。 
 

 
关于PHI的传输 

  



• 一旦发件人将这些图像移劢到发件人端（PUHSC戒UM）上的JI服务器
上的预定义文件夹，我们的程序将找到所有DICOM戒压缩的DICOM文
件，然后通过删除包含的八个DICOM字段自劢取消识别DICOM文件PHI。 

• 取消标识的DICOM图像文件将被移劢到暂存文件夹。然后，我们的程
序将使用接收用户的PGP公钥以批处理模式加密暂存文件夹中的文件。
加密的文件放入传输文件夹。 

• 使用能够处理PUHSC和UM之间不稳定的互联网连接的现有JI数据共享
解决方案，传输文件夹中的文件将每五分钟自劢同步到JI服务器（UM
戒PUHSC）的另一端。传输的文件只能由具有相应PGP私钥的接收器使
用。 

• 我们期待与JI研究人员合作开发定制解决方案，以满足不同JI项目的独
特数据管理和分析需求。 

 

 
关于PHI的传输 

  



 感谢您的聆听 
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